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A note—the below ismy humble opinion — with testing — If you use my ideas
please test them and if you have problems or learn more let me know.

Logaing In SAis:
per
| - Does SA Stand for “ Suddenly Axed? (Thisonly appliesto Mixed Mode see Section 1) SQL Server

A) If you do not have a password for SA (System Administrator) you DO NOT HAVE security on
your server and your database. (It's hard not to set a password in SQL Server 2000)

1) Trytologinto your server using sawith no password. If it works, anyone can get into the server and
have complete rights to see, edit, add, and delete your data, and full accessto al objectsin your data-
base. (Youdon't mindif Suzie was playing around in your database and deleted the invoice table.

Do You?)

2) To put apassword on sa, go to Security, Logins, and then s [Tupe [ Server Aocess [Defa

right click on sa, enter your p. ord. % ECDOMAINYDWNER NT Group Pemit maste

. . BCOOMAINSSQL_Administrator - MNT Group Permnit maste
3) Please do the above before Suzie does. W might be hard @ scoomansal peodiny  NTGow  Pemi maste
to keep your job’ if noonec |0g into th Ver because % ECDOMAINASOL_Team NT Group Permnit maste
-y bcdomain\zUserGroup MT Group Perrnit magke
no one knOWS SUZI €S p Ord @BUILTIN\Administratols NT Group Permnit maste
@ LanyG Standard Permnit maste
24 Standard Perrit maste
S0L Server Login Properties - sa

General | Server Holesl Databaze Accessl
L] Consale Roat

% MName: 33
E| Microgoft SGL Servers

24 S0L Server Group uthentization

E@ BCNT [w/indows NT] i s T At Rt ation
=1 Databaszes _
[ aiair: j

St aEcess:

| /

) Erant aocess

ey access

[]--{:l Data Trangformation Services [ S Servernsuthentication
#-{Z Managengént Pazzword:

= Security
&3 Logins;

! Server Roles =

-7 Linked Servers

QE Remote Servers

#-_1 Support Services

Defaults

Specify the default lahguage and databaze for this login.

Databaze: I master j
[

Language: I English

ak I Cancel | Loy | Help |
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B) Did you think that if you used NT Authentication and connected to your SQL Server in code from
the desk tops, you didn’t have to worry about a password for sa?

1) You say you don’t have to worry, because my users can't get to the server and they don’t have the
tools to look at my objects on the server.

2) Dothey have M S Access on their machines?

3) If they do, and sa has no password, they can get to your database and all the objects.
* On Microsoft Access 2000 go File/New/Project(Existing Database)

2 Micoenit Accese

- S e e e

Hew [l E3
Gerera | nebhses | Ofs 97 Templis |
&) JF=1 28|
Diorebase Diats Arcess Pags Fredan

2
ho preaee avalshle

2 DevdnplGErandMaii TS, Storedpn
3 0evdophErarcis)Skore_Har|PTS Mein Inic
408y HnplErancMalas_SendTolaa TS _Stredm

Eskt

| O Cancel I

* The Data Link Properties come up. Pick or typein x|
your server, type safor user name, put a checkmark in

Connestion | Advanced | &1 |

blank password, and pick your database.
Specify the fallowing to cannect to SOL Server data:
1. Select or enter a server name:
* You are now the master of the database. Y ou can add/ [BCNT <] Pefresh |
ajlt/del de data, and yOU Can ajd/ajlt or dd ete ObJ eCtS- 2. Enter infarmation to log on ta the zerver:
€ Usge Windows NT Integrated security
5 et - Database + |lze a specific user name and password:
FHoren kE peson mnew | ol e LIzer narme: |sa
e o coent B ol cosderyoe Passiort: |
B ml_ade Canteact_Eilling El thl_GuideTypebosccripbion ™ Blark password [ Allow saving passyard
Bl eil_adve_Cantract Linelteme El thl g Gov_and Individual 3. 1% Select the database on the server;
: E  thl_adv_Publcations Bl thi_g_Gov_Entities | ﬂ
: DatabaceDiagr., | N QI Bl thi_g_tov_nificial
L T | B ebl_oiy_States Bl thi_g_Paik_Years i knc‘;fg';m'ﬁm -]
Fammax B thl_Companies Bl thl_Tndividisals p—
Bl thi_rompanie sGuidelnfo Bl thi_tndividualsGuideTnde rzdb
) thl_Counters Bl thi_Tnbernal_Dept M/ ata
[ thl_Event_Hatel foom B thi_Tnbernal_Prof_rtr twfData_FromHBA_ 07 19 01 —
w/Data_Lamy 07_19 01
[ ihi_Fveni_Mames Bl thi_inbernal_Linits Marthwind -
[ thl_Event_Pricing B thl_mwAubo_Membformings
Bl tbI_Event_Registrokion Bl thl_nvauto_PermitForminfs
B Ebl_Event_Registration_Balance Bl bl nviubo_Permitiots_Formin
E  thl_Event_Registration_Balance_Stp?z ] thl_Invoice 0k I Cancel Help
il

1 1] |

C) If you do have a password for SA you are on your way to a secure database.
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TheProcessat aGlance WindowsNT = NT Windows 2000= Win2K SQL 7 SQL 2000 = SQL2K

Job System How to do it
1) Create Groups on your network and then NT Programs/Administrative Tools/User Manager
add users to your groups. for Domains. User/New Loca Group
Such as
SQL_ReadOnly SQL_Team 2000 |Control Panel then Administrative Tools then
SQL_Adminstrator SQL_AccRec Computer Management then Local Users &
SQL_AccPayable  Etc. Groups
2) Add the groups to SQL Server. Query |Sp_grantlogin ‘BCDomain\SQL_Team’
Analyzer
This can be done from the Query Analyzer SQL2K
SQL 7
OR
Enterprise | Go to Security, then right click on Logins, then
Mgr pick New Login and follow the instructions be-
The Enterprise Manager low.

, , , SQL 7 |Pick the Windows Domain firgt, then in the
Either way you do this process, you will need to Name field, type in the group name to the right
pick the databases the group has permission to of the domain name.
login into. E.g. BCDomain\SQL_Team

Y ou would do the process at the live data SQL2K |Click the button to the right of the name and
site, bring a backup to your site and then add pick the Group from the list.
the groups fromyour site the same way.
3) Once you finish adding the above logins,
you will see al the groups you added from
the server you are on. (Y ou will not see any
from Groups you added from ancther site.)
4) Add the Groups to your database (the actual In Enterprise Manager go the database in ques-
database inside SQL Server) tion. Go to Users, right click on Users and click
New Database User... Then pick you Group
from the list.
Just Info --> SQL 7 |Inside Users, you will see all the groups you
1S SOmE o added from the server you are on. (Y ou will not
see any from Groups you added from another
site.)
SQL2K |Inside Users, you will see all the groups you

added from the server you are on, plus the
Groups you added from another site.

5) Add Rolesto your database. Such as
RL_Admin RL_ReadOnly
RL_Team RL AccPayable

In Enterprise Manager go the database in ques-
tion. Go to Roles, right click on Roles and click
New Database Role and name the role.

Add the groups to the role and then sent the per-
mission on individual objects. You should see
the groups you added from your server and the
groups you added from other servers




Il - Users (NT) - Groups (NT) - Logins (SOL Server) - and - Roles (SOL Server).

* Users, Groups, logins, and Roles, areavery important part of SQL Server Security. Thereare ba-
sically 2 types of security, also referred to as authentication,

“SQL Server Security and Windows NT” <-(Win 95/98 ma-

SHL Seiver Praperies - BCNT

chines must use) and “Windows NT only” (also known as
“NT Integrated Security). | usethe combination on my
desktop & Laptop Servers, so | can connect to the SQL
Server database on my Win 98 laptop when it is not con-
nected to the NT network. From my users point of view, |
use “Windows NT only”, which means once they log into

Coremctions | SecestSabnge | Dalabass Setlinge |
Genzid | Memoy | Proces Securiny |
Secunly

“} AL Saver prosades alternticalion based on dWincows: PNT
y sorourky srd & named SOL Sever logn (D end passwnd.

Luthentication

1 o MT orly

NT, their security is setup for SQL Server.

1

. I : Authentication is:
A) NT Integrated Security (Usually referred to as NT Authentication or Trusted Connection)
1) Set up Groups on your NT/2000 machine that host’s your SQL Server. Go to
per
[1] ° 1 M [1]
User Manager for Domains’ in NT (Seefigure A-1) or “Computer Man
M > [1] 1 [13 SQL SEWEI‘
ment” in 2000 (See figure A-2), then go to “User” on the menu and add “New
Local Group” in Nt. You might want to setup the following groups.
SQL_ReadOnly
SQL_Team
SQL_Adminstrator
................ L~ AccRec
Full Name Descripti SQL—ACCPayabIe
[€ Administrator Administrator Built-in ac EtC
Backup Built-in ac
Gowmn | S
Disk. Administrator Larry Gaordan
fanie
ﬁ HyperSnap-Dix Ewent \iewer _?_QLAg'\inthndExec SAL Sery
Migration T ool for Metware Eam EMRer
% sl Tim Gardan
i = - é Metwork Client Administrator
@ ‘Wwindows MT Explarer :ICCBSSD”BS . E Perfarmance konitar
— (=] Startup _% Femote Access Admin
3 "WinZip &0 Books Onins & Server Manager T i
E Command Prompt 5 . : Fl Ure A'2 Wl ndOWS 2000 SerEf
@ Suystem Policy Editor = -
m 5BS Caonzale g Internet Explorer i3 Liser Manager for Domains ;lﬂiil
@ ‘Wwindows MT Explorer = . = . - ) - Acton  Uiew il = = i jaa] E % |§' |
. . & windows MT Diagnostics
e strative Toolz [Co L4 ﬂ WINS banager %H | uu:j'nhﬁ 2
} Corpube: Maraserert (Lacs) & Taes
Documents 4 Fax [Commor) 4 Groups Description = i, veten Toos Backup Dperators
@ Settings » BRI P [ NT_Team Team Members Access | | # [ Evert siewer Gumsts
7 2 Microzoft BackDifice v || Cwner Crwener of the Business i 5 Ssbem Information Powmr Ls=rs
" 0 . EG# Print Operatars Members can administer] © = §] Performerce Logs and Alsrs Feplcskon
S Find L4 Micrasoft Exchange 4
o] = Y £ Replicator Supports file replication il | 5 gl Shered Foders Users
= Microsoft Prozy Server Y || @& Server Operatars tambers can administer| | -8 D=vioe Mansge:
@ Help Microsoft SOL Server - Switch b £ SOL_Administrator S0L Serser Administrato | =) Lacal Users and Groups
Run ; i I o, , G SOL_PeadOnby SOL Server- Fead Only | = ks
a = (EIreETE] ERE] s i@ S0L_Team S0L Server Standard Us| | "3 Groups
_ Startup bR Users Ordinary users =12 Shorage
S Derm. windows NT 4.0 Oplion Pack » B e 0
(e | BysoLs.. (= wiZip | gsmal . | wBusern. | =5 |

i User Manager - BCOOMAIN

[AECIW “iew Policies Optioh:  Ewxchange Help

Mesw Uszer... |Fu|| Name |Descriptiun
Neva Global Group... Administrator Builtin account for ac
Mew Local Graup... Built-in account for g
o Fa Internet GuestAccount  Internet Server Anan:
Bef:t; Del “Web Application Managerinternet ServerWeb.
= Larry Gordon
Hizramz.. SOLAgentCmdExec 0L Server Agent Cr
Eroperties... Enter Team Member
Select Users... Tirm Gordan
Select Danain...
E it Al+F4
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2) | recommend you use different groups than the NT server uses. That way
you will have better control for SQL Server.

SQL_ReadOnly
SQL_Team
SQL_Adminstrator

3) Then add the appropriate people to the groups. Double click on the group, |SQL_AccRec

click the add button, and add the people that should be part of the group.

SQL_AccPayable
Etc.

4) Go Into SQL Server Enterprise Manager, go to Security, then Login. Right click on Login, then pick
New Login.

On the {
a) Pick

b) Type
c) Pick 1

Senera tab of the form that comes up

Windows NT Authentication”, Grant Access, and then pick your srver.
in the name of the Group in the Name field next to your server.

he default database for your user.

J Action Wiew  Toolz

[ & = [Em| X

[ Console Root
EI ticrozoft SGL Ser
Eﬁ SOL Server Gr
-8 BONT (wi

[
-2 Manag

= Databgses
4 LaryToolsSOL

EH
up
dows MT]

Data

Data FromHBA_O7_19 01
Data Larmy_07_19_01
thwwird

2

ansformation Services

ment

=23 Securt Y

-

\

md R
- Supp

_____ ey G MHew Login...
" L iew 4

Hew window fram here

Refresh

Help

% Hame:

SOL Server Login Properties - New Login

General | Server Fh:ulesl Databaze .&ccessl

uthentication

Damain:

& Windows NT authentication

BCDOMAIN =]

Secuity accezs:
¥ Grant access

" Deny access

= SOL Server authentication

Defaults

Databaze:

Languange:

Specify the defa%guage and database for thiz login,

Imaster

=
=

|<Default>

ok I Cancel | Help
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On the Database Access tab

a) Pick the databases the user needs access to.

b) Pick “Public” only asthe role for each database. (Public isarequired role)
(We will talk more about “Roles’ later.)

c) Just because you give a user, group, or role the right to login to a database they still can’'t use the
objects in the database until you explicitly give them permission to the objects.

I recommend only using the “Public” database role

SOL Server Login Properties - New Login
for your database.
H H Generall Server Roles Database Access |
(You have no choice - if they are to get to your da- i
tabase they must be a member of public role.) atabase access

Specify which databazes can be accessed by this login.

On the Server Roles, | recommend using only
“System Administrators’ role. Thisroleisfor any
one who has al rights.

Pemit |Database [User -
LarmToolsS0L
MinData
MW Tiata_Fro...
Look in Books On Line if you are interested in the other L@ Mwhala Lar..

. 8 | Morthwind b
Server and Database roles furnished by SQL Server. O mastte,

O ml:n:lllel =

Databaze roles for Wwhata®

Fermit in database rale -
B public

1 db_owner —
1 db_accessadmin

1 ) db_securityadmin

Authentication is: (1@ db_ddladmin =i e
per Ok I Cancel | Help |
S0L Server

B) SQL Server Security (SQL
Server Authentication) e

‘7o Lonsoit Rock', Micresoft SOL Servers’, SOL Server Group' BONT {Windows MT))Secunity’ Logins

= mm| X *"RRE @] N ¥ER

. [ Corele Aok Hame [rp= | zerver dccess [Ofmdstohaes [
1) To seewhat type of security = ﬁ]:ﬂmmw BT IR WTGop  Fumid mastr CHANER
. . H Sarver Groun EOOMAIMS. Adviretrator - NT Group Fanmk _Admire
you are using with yo = %lb:mwwmm BICMANZGL Fesdorly  NTmmp Fe s i
) ) = L] Cyr——— gy
server, right click on your Sar T Gehy el
. 3 L] "
server, go to properties, and 2| Debtm =L Sarver Rt :l:‘d:‘; :: i 3:\-;
then the security tab. Diccerart ctendad  Fmk mecter o
=
. . . Conacs SeveSebrgs | DalabaseSa |
2) SQL Server Authentication is 8= N e
used for SO0 e Sk
* The internet ok o from o | MR, ot 1 hrd S Seve g ©
* i :  Delte e
Vl\?lsntagllé?tglg/ns o . _—"; i \Aw“:? EE Satul s Wnckess HT
_ ™ idows HT cne
i st et
# fons ™ Failrs
™ Sucoms oAl
Continued on the next page. Stabup ssenca encourk _
! Slatup wd non SOL Server i e Follosing ao ponk
i Spsiam acoount
™ This secnunt l—
Fesmmcred
al | L3 KR |
Dipans proparty shest For the current selschion ok I Bwed | o | HEE ]
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3) Toadd auser (Called Login) to SQL Server, go into SQL Enterprise Manager and do one of the fol-

lowing.

a) If you only want to add the person for a particular database, right click on users under the database
and pick “New Database User” and add the user.
b) If you want to add the person to multiple databases, go to Security, and right click on New Login.

and add the user.

4) Adding the user is similar to adding a group, but you need to pick SQL Server authentication.
5) Don't forget to add a password and pick the database(s) that the user has accgss to.

S0L Server Login Properties - Hew Login

Generall Server Foles  Database Access |

Databaze access

Specify which databases can be acceszed by thiz login,

Pemit | Database [User

LarmyToolsSEL

hwiDrata

MwiData Fro...
hWwiData Lar..
Marthwind
master

model

Databaze roles for 'Mwhata’

Permit it databasze rale
) public

1) db_owner

OB db_accessadmin
| @ db_securitpadmin
(1 db_ddiadmin

j Broperties |

[ o ]

Cancel |

Help |

S0L Server Login Properties - New Login

General | Server Holesl Databage Access

m‘? Mame: IJDE B/w

Authentication

" Windows NT authentication

[yt I j
Secunt ZEEEss;
%) Wt access

) Meryancess

{* SOL Server authentication

Pazzword:

Defaults

Specify the default language and databasze for thiz login,

Databaze: hd''Tata

Language: |<Default>

o |

6) You can also add Users or Groups under “Users’ inside your database.

T-I SOL Seaves Enfeipaiss Managed

Lonsole

Widow Heip

'F'n Console AoofMcrosoll SOL ServershSOL Server GrouptBCHT Windows MT \Dalsbares\ MWD ata\U ssre

User'sare

per

S0L Server

Business & Computers, Inc.

Lo vew Jok &= Bl@| X E[@ % N BOES
7 Iz
-_| Cook Baal Hzrn= I Ln:ﬂh Mz | Dat
= -H Migrosoit SOL Servers ] & dniisraio P
=1 g S0L Sewe Gioun I;_ﬂl:bu Pen
= TR BOMT edows HT) [ : P —1
=3 Dalabases | Datahase Lizer Praperies - Hew Bae d
Vom- [ LamTookSOL
|5 MWD : aeneia | ;
i S Diagrams
[ | m o lnm[ ralNASOL_Feadlink = i I
Rty B ] K551 =L
i iswe Useroam= | BCO0MWAINGOL Tmsm
£ S10ied Frocedarss BUILTIN Addirirv i atore
ﬁ ] Men Dalabase Lser.
=f ’
Ll Pler paredon from baie
' - E] Fr . Fek=sh
- B Hek dh_seowilpadmin
-l MWD 7 db_ddisdmin
oE et e
m U puibs 1 db_backuypopsstor
¥+ Data Transfumeation Servicss | db_dataigadar
ol TR 71 dh_datailer
+-] Secu | db_dsredstassds

Page7



C) SQL Roles Rolesare:

per
Datahase

1) Do you need Roles?

If you are working on the same NT/2000 server for development, and live data, you don’t need roles.
All you need are your NT Server’s Groups, that we added earlier.

If you are working on one NT/2000 server for development and a 2nd server for live data, you need
Roles for your Groups.

Why?

If you are using a Group SQL_Administrator on one NT/2000 server and a Group
SQL_Admin_MyCustomer on another server, you will never see both groups in security in SQL
Server with the exception of Roles. (By the way it’s the same situation if both groups are named the
same.) If you use Roles you will see both groups in the Roles (If you set them up right) and then be
able to sent permission for each object for each role.

Maybe a better statement, an object’ s permission is set per role, and any group (It can be a user also,
but not recommended) that belongs to the role, has the permission of that Role for that object. Any
User that is a member of the Group, has the permission on the object.

If you don’t use Roles and set permission based on Groups, then go to the database, Users, and double
click on your group. Click the Permissions button and follow the same instructions for Roles.

Fin Console Root\Microsoft SOL Servers\SQL Server Gro P e e —
J Action  Wiew  Tools |J o o=y | | EP |J 4 Database User Properties - 50L_Team [ ]

Gereral |

[_1 Console Root
E| Microzaft SOL Servers Login name:  BCDOMAIMASOL_Team
Eﬁ SOL Server Group
. u : SOLT
E--ﬁ BCMT [windows NT) Lzer name: GL_Team
=1 Databases Bty : N
4 LamyTookSaL Databasze role membership:
4 MwData Permit in database role
- Diagrams
-2 Tables 0
\S"'itewsd 3 d 1 db_accessadmin
U:;Z romEeLEe ] db_securitpadmin
% Foles [ db_ddiadmin
----- M Rules (] db_backupoperator
E Defaults 1 db_datareader
----- € User Defined Data Types ] db_datavriter _—
ﬂ Full-Test Catalogs ] db_denydatareader
MWD ata_FromHB&_07_19_01 ] db_denydatawriter

How to Use Roles.

Continued next page
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How to Use Roles. (Remember Roles are per database and not per server)

3) Go to your database inside SQL Enterprise Manager. Right click on Roles. Pick “New Database
Roles’, and create 3 database roles (for the sake of this article RL_Admin, RL_Team, and
RL_ReadOnly). Each new role you add, add the approiate NT Group to the role.

(eg SQL_Administrator to RL_Admin.). Note: You can add NT Groups, NT Users, SQL Server Us-

ers, and other ; :
ROIGS. Conzole  Window  Help
Tm Conszole Root\Microsoft SAQL Servers\SOL Server GroupiBCHT [Windows HTADatabases\MWDatatRoles
4) Next,pressthe |- vew 1ok || & = | @@ * @ 2
“Permissions’

General |

button on the Q- [_1 Conscle Roat

propriate SQL E| Microzoft SOL Servers ﬁ Name: RL_Admin / Permizsions |

E|€ SAL Server Group

Server Role. Go =@ BONT (Windons NT) 50LS ts wo types of datab tandard rales, which
. : erver supports bwo twpes of database pet€s: standard roles, whic

tO eaCh Ob] eCt, ED atT_ba?:JeTSoolsSQL contait members, and application rales, wiich require a pazsword,
and put a check b MwData
mark on the Q- =8 Diagrams Databaze role twpe:

- - =] Tables {* Standard e
propriate permis- e Ve I
sion you want to R Stored Procedures c Sf YT
give yOUI‘ user. i? ﬁﬁ € SOL_Administratar

.rm | Mew Database Role...
5) Permissions for jj:% D iew »

Obj ects yOU grant m Fu Hew sandow from here SEGETTT Hemmye
from the Pel‘mIS- mﬁg Refresh ) A pplication e
Slon Button. If Marth Help Eassmend: I
you create a new ' o
()b] ect you must rmation Services
give permISS| on i) | Cancel Sl Help

to therole for that onject.

Grant Permission
Anyone who belo
Select * form thl_Int

to this role has permission to Select records from this table.

Deny Permission

. =
Even if they are gr =
where else, this says - for
have permission to Insert datain D Database Fole: AL Team
tbl_Invoice (thisis not completely true;
see the next section for a better explana- ;
t| On.) jects with permistsge for this role,
DOhject | Owwer| SELECT [INSERT |UPDATE |DELETE |ExEC [«]
Per L. N G aj EE bl Internal_Units dbe N vl [w] [w] [l
mission Not Grant B tbllnv_Deposts e 73] ] O
At this place they don’t havepermission——— 2 ttlin feunds Bho [ 2 2 O
. . B thLlrvoice dba M [
to delete data, however it might be Bl Invoice Lineltems do | 9 K ® 0
granted through some other Role (maybe B tblinvoics_Payment Type dbo v ¥ O -
H EE bl Invoice_Products dbo vl vl [w] O
SQL_AccRec role) or group or directly to T o Membashin T = = =
the |nd|V| dual (I knOW yOU nor I WOU|d EE  thl Membership_MNational  dbo v v [w] (]
grant individua’s rights) g oA iy | B % v %
=2 bl Permitg ] Il 1w 1] Ll -
The above is not completely true, see Section |11 - Objects I | Lr!
& Permission Subsection D for a better explanation. % | cwed | |
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1l - Objects & Permission

A) If you add an object to your database, no one has permission to use the object except System
Administrators and the database owner (dbo), except the permission you give that User, Group, or
Role. (Thisisnot trueif you are using the SQL Server databaserolesor Server roles.)

1) You need to give permission in each role that you want the people to access your object.

B) Each user hasthe greatest permission on an object that has been granted to the user, the Groups

they belong to, or the rolesthey belong to.

1) SQL Server looks at al the groups and roles the user belongs to, and if any of them gives the user per-

mission to do a process (Insert, ap-
pend, delete, etc) then they have the  prwsr—m—""

”ght General | Trarsaction Log | Opiors: Pemisions ]

2) The exception is Denied Permission,
Lis=rFick=

[Ciegte Table |Ciesieiew |Cieale 5P [Cieste Delaal | Cresfe Aue |Backn DB [Bachuplog |

then they do not have permission Y ik

even if it is granted some where else. | % #iiean
% AL Raadv
%5 AL_fdmin
ﬁ Adrinslsio
€ Lanii

C) Objectsand types of permission £ o
S0l admmitsio
1) Databa$ / ﬁ' SEL_Aeadling
[TESTE T

It is recommended that there is only
one owner for al objectsin a data-
base. You can use your permission

L0 O {0 s O A L B
&l &l L sl

on creating objects to enforce this

OOmBORDOO

=]

LA A0 Y 1]
< & K
LA A0 A 4]

-

LARL AN . 1|

Process.
/

Database
Properties:

per
Datahase

= Lisl all chects
1™ Liat ol obmcle st peimizsions o thi ok

) Tbles
Select - - Update - Delete -

DRI (Referential Integrity)

3) Views

Sdect - - Update - Delete

4) Stored Procedures
Execute

\,

Dwwer| ELECT INGEAT |UPDATE [DELETE EAEC [CRl[a)

ol bl _Uris
Hoi_ker_apceals

ke Aefurd:
=y Py ]

M beincea_Liad e
koo Papment Type
Hel_ecics_Prioducks
thl_Wembersp

ol Wembiardip_Malonal
il Pemic_Summang
tl_Femits

w_|rmroice
v vt tenn:

Wi _rwoic_&dd
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D) An object hastheright granted the user for that object aslong asthe owner of the objects grant the
permission. It makes no difference what permission the user has on the underlying tables or views.

1) If the user has no right on table thl_Invoice (that’s no permission to Select - Insert - Update or Delete),

2)
3)

they may dtill have permission to enter invoices. If you give the user permission to select, Insert, Up-
date, or Delete on the view, the fact that they have no permission on the table is not a problem. Re-
member you give them this permission through NT Groups they belong to, and Roles that the NT
Group belongs to.
The same is true for stored procedures.
Y ou can go to any object in the Enterprise Manager, double click to get the property form, click the
permission button and see all the permission for this object.
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E) If you are programming on one SQL Server and moving to alive server you might want to look at SQL
Compare from Red- Gate software (www.red-gate.com). It will not only let you move your objects from
one server to another, it works well with roles and permission.
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